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Tableau Software: Best Practices in the Enterprise 

  

This document describes best practices and recommendations on the usage of Tableau Software – Tableau 

Desktop, Tableau Server, and associated utilities – with a focus on technical and enterprise subjects. Please note:  

 The concepts listed herein are not hard and fast requirements, nor are they meant to be a complete list, 

nor are they meant to replace the online help and knowledge base (In fact we link to official online 

resources extensively), and 

 That there is always more than one way to perform certain steps with Tableau Software, and 

 That these are meant to be possible guidelines for enterprise deployments.  

This is a living document which may undergo frequent changes. We have provided as much detail with screen 

shots and HTML links wherever possible.  

In summary, the purpose of this document is to provide best practice opinions on enterprise usage 

based upon our collective experiences with existing Tableau customers. 

Contents (control-click to navigate): 

 Connecting to Data 

 Metadata Management 

 Publishing to and using Tableau Server 

 Data-driven Security 
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 Automation Concepts 

 Authentication Concepts 

 Distributed Installations / Clustering 

 IT Tasks and Personnel Requirements 

 IT Process Control Concepts 
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Best Practices for… Connecting to Data 

Custom SQL Statements: When connecting to multiple tables, choose to build a multi-table join using the regular 

multi-table Tableau interface, and avoid using custom SQL. Custom SQL will take the entire SQL statement in the 

custom SQL dialogue and “wrap” all of your human drag and drop actions inside of that statement. This might 

result in an onerous and complex query being sent to the database. Custom SQL can be very useful in specific 

situations; However, it should only be considered an option when regular multi-table joins are insufficient. 

  

Driver Support: Always use the database drivers provided by Tableau Software, located on our support pages. 

General Order of Database Connectivity Support: The general best practice of support for databases and their 

drivers is: 

1. Use the “First Class” database connection if it is listed in Tableau’s “connect to data” dialogue 

2. Use a generic “ODBC driver” connection if #1 is not available, and 

3. Use a generic “ODBC DSN” connection if #2 is not available or not working. 

ODBC Connections: See above. If possible, try to build your generic ODBC connections directly inside of Tableau 

Desktop, as opposed to leveraging a DSN entry in Microsoft Windows. By doing so you will be providing maximum 

portability when publishing from Tableau Desktop to Tableau Server. 

 

Customizing ODBC Data Connections: If you want to improve performance when using ODBC connections, refer to 

the knowledge base article on customizing ODBC connections. There are many, many possible options here.  

http://kb.tableausoftware.com/articles/knowledgebase/customizing-odbc-connections
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Managing Slow Connections: If your live connection to your data source is slower than desired, you may want to 

consider a partial or full extraction of that data using Tableau’s Data Engine: 

 

Another approach to solving a slow performance data connection is to analyze the queries that Tableau is sending 

to your data source with an eye for tuning that data source. These queries can be found by enabling Performance 

recordings directly inside of Tableau Desktop (from the help menu): 

 

You can then use the queries observed to perform various database tunings as needed.  
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Best Practices for… Metadata Management 

Overview: Tableau Desktop and Tableau Server provide a wealth of features around metadata management. We 

have consistently been ranked as one of the top analytics companies around this area of functionality. A great 

place to start learning about these features is our white paper on the Tableau Metadata Model. Some of the 

specific tools in our toolkit that help manage metadata include: 

 Complete separation of the data connection from the meta data management and experience. 

 Built-in ability to recognize data types such as dates, strings, numbers, and geographies, as well as the 

ability to easily cast or override these choices. 

 Built-in metadata features such as Tableau Groups, Sets, Bins, Hierarchies and similar. 

 Built-in non-aggregate or aggregate calculation engine. 

 Built-in post-database-operative aggregation calculations called “Tableau Table Calculations” which allow 

you to perform 2
nd

,3
rd

, or Nth pass calculations on your answer sets. 

 Field Obfuscation (hide fields), field renaming (edit column names locally), and field value renaming (edit 

aliases) 

 Single Version of the Truth controls using Tableau Server and the Tableau Server “Data Server” 

The Number One Best Practice Suggestion for Metadata Management is… whenever possible, use Tableau Server 

and its “Data Server” component to centralize all metadata management. Learn more about this feature by 

reading the white paper, watching a training video, reading our blog entry on the subject, or reading the built-in 

help. 

Example of Several Managed Tableau Server Data Sources: 

 

PHI, HIPAA or Field Security: If there are fields which should not be exposed to the analytic experience, hide them 

and then perform a Tableau extraction. These fields will not be pulled into the extraction file. 

http://www.tableausoftware.com/sites/default/files/whitepapers/metadata-model.pdf
http://downloads.tableausoftware.com/quickstart/feature-guides/data_server_admin.pdf
http://www.tableausoftware.com/learn/tutorials/on-demand/data-server-8
http://www.tableausoftware.com/about/blog/2013/4/unleash-tableau-data-server-23038
http://onlinehelp.tableausoftware.com/v8.0/server/en-us/datasource_about.htm
http://onlinehelp.tableausoftware.com/v8.0/server/en-us/datasource_about.htm


 
 
 

Page 5  copyright 2013 Tableau Software 

 
 

 

Metadata Feature Support: If desired, create common metadata objects like sets, groups, calculated fields and 

hierarchies directly inside the Tableau experience, as opposed to in the database directly. Two important results of 

doing so are: 1. Improved database maintenance and performance, 2. Centralization of the metadata experience in 

the Tableau layer. This is a subject which generates many opinions. Some folks think that all data definitions should 

live in the database, and other folks think that they should live in Tableau. This is a choice you get to make – not a 

hard fast rule. 

 

Development vs. Production Environments: You can have your analysts perform ad-hoc discovery or full-blown 

dashboard design using a test or development database, and at a later point you can flip the switch to production. 

You can do this in either Tableau Desktop or Tableau Server. Benefits include allowing your analysts to design 

against a non-production environment, as well as the ability to hide the production data from the designers (PHI or 

HIPAA compliance). All work created is maintained with 100% integrity – this means that any calculations, groups, 

sets, or similar will continue to work correctly when you change the data connection. 

You can swap out the connection information in either Tableau Desktop: 
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…or on Tableau Server: 

 

 

Materialize non-aggregate calculations (including groups, sets and bins) using the Tableau Data Engine: When 

connected to databases live, any non-aggregate calculations you have created in Tableau Desktop will be 

constructed and cached as you use the software. Running a data extraction on the source data will materialize 

these as true data fields for future use which will improve performance. 
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Best Practices for… Publishing to and using Tableau Server 

Overview 

Tableau Server has extensive tools and features designed to make publishing Visualizations easy and powerful. 

Once published, you can manage your web content by following a few simple best practice suggestions. 

Authentication vs. Authorization 

Take some time to understand the difference between how you get into Tableau Server, and what happens once 

you are in (authentication vs. authorization). The Tableau Server built-in help is a great place to start. How to work 

with permissions is also a good read. 

Security Projects and Security Groups 

The Tableau Server authorization scheme (who can do what to which content) is designed to be straightforward 

and elegant. The list of actions you can take upon content is deliberately small: 

 

Tableau recommends using “groups” as opposed to individual users when assigning permissions to projects, 

workbooks or views. In this manner, you will not have to add or remove individuals to projects over time. Instead, 

you will only have to add or remove users from groups. This works whether you have integrated with Active 

Directory or are using Tableau’s built-in authentication. 

Make a staging area for content 

Tableau customers routinely use staging projects to park content which is still under development. Once 

“approved” by whatever human process is in place, it’s trivial to move content:  

http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#security.htm
http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#security.htm
http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#security.htm
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Once you move content from Project A to Project B, you will want to reassign Project B’s permissions for that 

workbook. By design, this step is not performed automatically by Tableau Server. 

Leave default security settings alone during publishing 

By design, any Tableau Desktop publisher has full control over “their content”. They can decide unilaterally who 

can and cannot interact with their content. Meanwhile, IT organizations will have set up convenient default 

authorization schemas inside of Tableau Server. A best-practice step is to educate desktop publishers to leave the 

security settings along and then make no changes here: 

 

 

The Tableau Desktop publisher simply chooses the security “project” for publishing and Tableau Server takes care 

of all the correct permission assignments automatically. 

In strict environments where an organization cannot allow desktop publishing due to security concerns, use 

Tableau Server’s “tabcmd” utility to publish 
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Each copy of Tableau Server ships with a command line utility called “tabcmd”. This Microsoft Windows utility can 

be scripted and automated using Windows Task manager or similar to publish regular or periodic workbook 

updates, removing the desktop user from the publishing experience entirely. This can solve complex security 

situations where no Tableau Desktop user should be allowed to publish whatsoever. Read up on the tabcmd utility 

here. 

Leverage Tableau Server’s Scheduling Engine for data extractions 

Earlier, we discussed using Tableau Server’s Data Server as well as Data Engine to make Tableau Server the single 

version of the truth and central store for metadata. You can then enable a refresh and automation of this result for 

maximum benefit. The settings can be controlled during the publishing event: 

 

As well as after the model has been published in the Tableau Server user interface: 

 

  

http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#tabcmd.htm
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Best Practices for… Data-driven Security 

Overview 

Tableau supports row-level and column-level security with either a manually managed process directly inside of 

the Tableau platform, or by leveraging data table -driven models. A common scenario is for regional managers to 

only see data for their regions or for doctors to only see data for their patients. 

If you have no data-driven security tables, use Tableau’s built-in row-level security 

This easy to configure feature is documented in the top half of the knowledge base article here. 

If you do have data-driven security tables, use Tableau’s built-in automatic security via calculated fields 

This method derives the access to rows of data because you have defined this access information in a security 

table and have then joined this table into your main fact and dimension tables. This approach is documented in the 

bottom half of the knowledge base article here.  

Tableau Server Data Source Filters 

Starting with version 8, Tableau Desktop and Server include a powerful new feature called “Data Source Filters”. 

These are hidden filters which will be applied prior to any other filter on the filter shelf: 

 

These data source filters can allow an enterprise organization to restrict rows based upon security, or simply 

restrict data for performance reasons (e.g. show last ninety days only). An excellent community forum thread 

discusses this in detail on Tableau’s website. The knowledge base article on data source filters is also a must read. 

Data source filters versus “context” filters: 

http://kb.tableausoftware.com/articles/knowledgebase/row-level-security-and-user-filters
http://kb.tableausoftware.com/articles/knowledgebase/row-level-security-and-user-filters
http://community.tableausoftware.com/thread/126321
http://kb.tableausoftware.com/articles/knowledgebase/securing-user-filters-for-web-editing-data-server
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Here is a brief overview of data source filters versus context filters. Starting with version 8, data source filters have 

had a tendency to replace context filters entirely, due to their broader usage applicability. 

Data Source Filters Context Filters 

Data source filters behave similarly to placing a WHERE 
clause in customer SQL.  (WHERE Dept = ‘Furniture’) 

Context filters also behave similarly to placing a WHERE 
clause in customer SQL.  (WHERE Dept = ‘Furniture’) 

Tableau (Desktop and Server) applies data source filters 
ahead of any other filters in the workbook. 

Tableau (Desktop and Server) applies context filters 
after data source filters, but ahead of any other filter on 
the filter shelf. 

Valuable when you want to publish the data connection 
and not have users changing the pre-filtering criteria 
(e.g., in the custom SQL), as the data source filter is 
“hidden” from the end user. If you create a data source 
filter and publish the data connection, the end user will 
not see your filter if they try to Edit User Filters. (they 
can add additional DSFs but not see or change existing 
ones) 

Valuable when you want to leverage the database 
ability to create a “temp” table. The context filter will 
create the temp table with the filtered criteria of any 
context filter on the sheet. Context filters can also be 
marked global to the entire data source. Note: Tableau 
may or may not actually create a temp table, based 
upon the ability of the database to do so. In some cases 
Tableau will perform a sub-select or even create a local, 
temporary extraction instead of creating a temp table 
as this will run faster. 
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Best Practices for… Tableau Server Permissions 

 

Permissions and authorization in the abstract 

Tableau Server authorization security (e.g. “What permissions are required to perform actions once logged into 

Tableau Server”) is designed to be both robust and easy to maintain. 

However, it is imperative to understand the flow of security “allowances” and “denials” prior to implementing a 

solution. This document describes at a high level how Tableau Server authorization works. 

There are some immutable “truths” to Tableau Server authorization worth getting out of the way right at the 

beginning of the discussion. These are: 

 “System Administrator” - user accounts assigned this right (at the global level) have absolute control over 

the entire Tableau Server installation, regardless of any further content permissions  assigned to that 

user. 

 “Content Administrator” - user accounts assigned this right (on a site by site basis) have absolute control 

over the entire Tableau “site” to which they have been assigned, regardless of any further content 

permissions assigned to that user. 

 “Project Leader” – user accounts assigned this right (at the project level) have absolute control over the 

content in that project. 

 “Publisher” – a user who is allowed to publish workbooks will always have absolute control over those 

workbooks. 

Anything else listed in this document will be over-ridden by the above statements. 

A second set of “truths” that permeate the Tableau Server authorization scheme are 

 User specific permissions always outweight/trump group permissions, and 

 Denial assignment always outweight/trump allowance assignments. 

Taken in order, this means there are levels at work here: 1 = Grant Group, 2 = Deny Group, 3 = Grant User, 4 = 

Deny User, and 5 (fully denied because nothing was ever specified in the first place, i.e., Tableau’s default state is 

to “deny” a permission in the absence of any other information) 

Thus, there is a very specific order of permissions, outlined in the graphic shown below, which is stated textually as 

follows: 

“Given a set of possible permissions and authorizations for an object, Tableau Server will look for the largest 

integer/level possible in determining if a user is allowed to perform a particular action: 1 = Grant Group, 2 = Deny 

Group, 3 = Grant User, 4 = Deny User, and 5 = fully denied.” 
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Real world examples 

Let’s look at a few simple business examples using screenshots from an actual Tableau Server installation. 

A) Data Restriction: A group called “Casual Users” that can never download the underlying data or download the 

workbook 

What the permission assignment looks like: 

 

What the end result looks like. A user “Erin” who is part of the “Casual Users” group will not see a “download 

workbook” link, and also will not see the underlying data tab, only the summary tab. They can download the 

“summary” data but not the row-by-row raw data. 
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B) Content Management Restriction: A user “William” who can never delete content, move content, or set 

permissions on content, but can still publish. 

 

Notice that “William” can still set permissions, delete, or move his own content! This is one of the immutable rules 

(look for the blue links for “Delete”, “Permissions” and “Move”): 



 
 
 

Page 15  copyright 2013 Tableau Software 

 
 

 

However, “William” cannot do so on other content within that same project (notice that the links are now greyed 

out since William selected a book that he did not publish): 

 

C) Usage Restriction: A user “Erin” who can interact with a visual in the most minimal manner. This user can use 

Tableau “actions” if they have been designed, but no other filters will show up. Nor can this user download 

the content, export to PDF, or similar. “Erin” can still save a Tableau “customized view” and also add Tableau 

“tags”.  
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Erin cannot interact with the view shown below – a shipping Tableau sample with quick filters. These filters should 

appear to the left of the map. Notice that the filters are gone. 

 

Best-practices from an implementation and management perspective 

Listed below are some elegant best-practices that Tableau recommends. These are not hard and fast rules, but 

general guidelines to implementing a successful installation of Tableau Server. 

Create and use a “testing” project 

Nothing hurts more than making live changes to a production system, only to have your user community cry out in 

anguish because you have removed a critical permission. Tableau Server allows you to create unlimited numbers of 

projects, so why not use one of them for testing purposes? Here is a screenshot of a project called “Sandbox” with 

only one Tableau group called “designers” assigned to it: 
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Create and use projects as security “containers” that have a specific security profile. 

All default security settings that you add to a Tableau project are automatically included when you publish 

workbooks or data sources to that project. Your workbooks inherit the overall “profile” of the security whenever 

you publish. Here is a screenshot of the Tableau Desktop publishing experience. The two groups listed (“Sales 

Reps” and “Casual Users”) were not data-entered by the publisher. They were there to begin with. 

 

 

Always remember to ‘Assign to content’ whenever you make a change to project security 

While this is not a required step, it is highly recommended. Any security changes you make to a project will not 

automatically cascade down to workbooks inside of that project. Here is a screenshot of the “Assign To Contents” 

link: 
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Whenever possible, avoid setting permissions at the “view” level. 

Tableau authorization settings can be configured at the Project, Workbook, and individual View level. While it is 

possible to have “exceptions to the rule” down to the view level, this may quickly spiral out of control from a 

management perspective. It is reasonable from time to time to assign permissions for a workbook here or there, 

but it should be avoided whenever possible. If you feel like your security has become too complex, you can refer to 

the previous suggestion “Assign Permissions to Contents” – this would overwrite and wipe out any one-off 

assignments you have implemented. 

Create a project leader for each project 

When you create a new Tableau Server “project”, we recommend assigning a user to be in charge of that project. 

You can even edit the project description to include their name and email. That syntax looks like this: 

 

The end result looks like this: 

 

 

Use the “Default” project as a permissions template for all other projects. 

This is because all new projects will inherit permissions from this “default” project. 

This is perhaps one of the most important best-practice tips available. Tableau ships with a built-in project called 

“Default” that cannot be deleted. The shipping permission settings for this “default” project are to allow “all users” 

(a built-in group) some basic abilities to view content. You have options here.  
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One option is to make the default project restrictive, and to explicitly deny all permissions. In this scenario, all new 

projects created will inherit this concept of “deny” from the default project – this could be useful for organizations 

that desire a locked down environment with “allowance” being the exception and not the rule. 

Another option is to make the default project interactive but read-only with no access to underlying data. By 

disabling “View Underlying Data” and “Download Workbook” for the default project, all new projects (and thus 

their content) will inherit these permissions – this could be useful for organizations that want to standardize on 

visualization access, while still restricting data and workbook access. 

A third option is simply to remove “all users” from the “default” group. This means any new projects created are 

truly a blank canvass from a security perspective – this option could be useful for organizations that do not have a 

standard in place, or those organizations where the standards change from project to project. 

These are choices, and your actual deployment can differ and be fully customized. 

Use the built-in permission checker to troubleshoot permission assignments 

Tableau Server has a built-in permission checker for projects, workbooks, and even individual views. This is great 

way to spot check permissions for users. You can even highlight an individual permission, and Tableau will highlight 

for you which group or user has that permission: 
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Allow non-admin users to see all other users in the system 

If, as an administrator, you enable the setting for “Public User List” as shown on the maintenance page: 

 

Then all users will be able to see other users in the system, as well as their content (permissions still apply, 

however!) This is a great way to enable collaboration and sharing across the entire system! 

 

Glossary of Individual Permissions (shown for a project. Workbook level permissions will not include the last two 

items): 

General:  

View The ability to view the visual 

Write The ability to publish the visual, or, overwrite a published visual 

Delete The ability to delete a workbook or view 

Download File The ability to download the workbook in TWBX format 

Move The ability to move the workbook from one project to another project 

Set Permissions The ability to set permissions on the workbook or view 

Workbook  

Filter The ability to use quick filters, parameters or other interactive elements (actions and tooltips excluded) 

Add Comment The ability to add comments underneath the visual 

View Comments The ability to read comments underneath the visual 

View Summary Data The ability to pull up a window with the summary data in text form for the items selected 

View Underlying Data The ability to pull up a window with the underlying row by row data in text form for the items selected 

Export Image The ability to export the visual as an image or a PDF 

Share Customized The ability to share your customized views with other users in the system 

Data Source  

Connect The ability to connect to the data source with your identifying information (applies to published data 
sources only) 

Project  

Project Leader This setting overrides virtually all of the above settings, for a given project 

 



 
 
 

Page 21  copyright 2013 Tableau Software 

 
 

 

  



 
 
 

Page 22  copyright 2013 Tableau Software 

 
 

 

Best Practices for… Administration of Tableau Server 

Overview 

A great place to start learning about Tableau Server administration is to watch the training video on installation 

and configuration of Tableau Server.  

Monitor the health of Tableau Server 

Tableau Server includes a built-in xml output path with details about the status of Tableau Server itself. This can be 

scripted or leveraged by any number of third party solutions.  

 

Schedule frequent and periodic backups 

Tableau Server includes an easy monolithic backup process which can be configured and scheduled using Windows 

Task Manager. There is also a knowledge base article on automating this process. 

 

Schedule frequent and periodic cleanup of log files 

Tableau Server performs extensive logging of all events for support and debug purposes. You will want to 

periodically clean this up by reviewing this knowledge base article. 

 

http://www.tableausoftware.com/learn/tutorials/on-demand/install-configuration
http://www.tableausoftware.com/learn/tutorials/on-demand/install-configuration
http://kb.tableausoftware.com/articles/knowledgebase/monitoring-tableau-server
http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#db.htm
http://kb.tableausoftware.com/articles/knowledgebase/server-maintenance
http://kb.tableausoftware.com/articles/knowledgebase/server-maintenance
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If you are planning on heavily using data extraction files, ensure that you have sufficiently powerful disk space 

When you first install Tableau Server, you may want to install it to your larger, more powerful drive, potentially 

including a strong SAN drive. Two knowledge articles which will help are Location of the Tableau Server Application 

Data and Moving Tableau to a Different Drive. 

Also note the following extra errata:  

1) Tableau Server can be deployed to a D drive or another drive which may have more disk space than a C drive, 

and  

2) Tableau Server can be installed in a distributed manner, and the data engine files can be dedicated to a worker 

node, isolating the disk usage to that node. Read more on Tableau Server distributed environments, and 

3) In a distributed environment, make sure the Primary (Gateway) node has the same amount of disk space as the 

other nodes (althogh # of cores and RAM can be significantly less powerful).  The reason is that all backups are 

created and restored through the primary node, therefore it needs sufficient hard drive space to gather/distribute 

all data before/after it is compressed/decompressed. 

  

http://kb.tableausoftware.com/articles/knowledgebase/tableau-server-application-data-location
http://kb.tableausoftware.com/articles/knowledgebase/tableau-server-application-data-location
http://kb.tableausoftware.com/articles/knowledgebase/moving-tableau-server-to-different-drive
http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#distrib.htm
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Best Practices for… Tableau Server Usage Auditing 

Overview 

Tableau Server ships with several built-in tables and views for reporting. Customers typically use Tableau Desktop 

to connect to the database which is inside of Tableau Server. They then build custom views and dashboards of this 

information. Here is an example: 

 

Details 

In the image shown above we have connected to the Tableau Server database using the built-in help on this 

subject. 

The two main tables to join are “historical_events” and “historical_event_types” – the key is 

HISTORICAL_EVENT_TYPE_ID.  

From there, you can start to join in other Tableau views which begin “hist” e.g. Join the view hist_users” to the 

above tables. 

  

http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#adminview_postgres.htm
http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#adminview_postgres.htm
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Best Practices for… Performance Concepts 

Overview 

A great place to start learning about Tableau Server performance concepts is by reading the built-in help 

performance help. 

Record Performance of Dashboards and Interpret them 

Tableau Server includes a built-in performance recorder. If you have content, dashboards or reports that are 

suspiciously slower than desired, this performance recorder can help you pinpoint the bottleneck, whether in the 

data layer, the data model, the design, or the web layer. Detailed information is found in our built-in help on 

Performance. 

 

  

http://onlinehelp.tableausoftware.com/v8.0/server/en-us/perf.htm
http://onlinehelp.tableausoftware.com/v8.0/server/en-us/perf.htm
http://onlinehelp.tableausoftware.com/v8.0/server/en-us/perf.htm
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Best Practices for… Automation Concepts 

Overview 

Tableau Server ships with a command line utility called tabcmd.exe. This utility can be installed on any “client” and 

can connect to Tableau Server to perform two basic types of action: security changes, and content retrieval. 

Download and installation instructions can be found here. 

  

http://kb.tableausoftware.com/articles/knowledgebase/installing-tabcmd
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Best Practices for… Authentication Concepts 

Tableau Server has three modes for authentication: 

1. Tableau’s built in username and password management. 

a. Pros: easy to configure; great for smaller deployments 

b. Cons: no integration with AD or third party SSO. 

2. Integration with Active Directory 

a. Pros: great for corporate networks (behind firewalls); supports multiple domains which have two 

way trusts with the primary domain. More information here. 

b. Cons: no integration with Non-AD SSO providers; unlikely to work outside your network (e.g. a 

DMZ network or other public facing network. 

3. Integration via programmatic web exchange. This is known as “Tableau Trusted Authentication” or 

“Trusted Tickets” and is the third mode of authentication supported. Information on Trusted 

Authentication is located here. 

a. Pros: able to integrate with any third party SSO provider. Great for external facing, DMZ 

installations. 

b. Cons: requires a web developer to code up the solution. Example code in various programming 

languages ships with each copy of Tableau Server. 

 

Additional notes: authentication does not imply “provisioning” of Tableau Server user accounts. In other words, 

how the user gets added to the system is independent of how that same user actually logs in. For adding users to 

the system, Tableau provides  

manual data entry. 

CSV mass upload via web UI 

Tabcmd command line automation for adding AD or local user accounts to the system 

8.1 note – Tableau is introducing SAML support starting with v8.1 – this is again for the actual authentication, and 

does not provide any direct support for the “provisioning” of the user accounts themselves.  

http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#security_auth.htm
http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#trusted_auth.htm
http://onlinehelp.tableausoftware.com/current/server/en-us/users_add.htm
http://onlinehelp.tableausoftware.com/current/server/en-us/csvguidelines.htm
http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#tabcmd_cmd.htm
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Best Practices for… Distributed Installations / Clustering 

Tableau Server can be distributed across multiple hardware. We provide all the mechanisms for this built-in to our 

software platform. In addition to working with Tableau Support or Tableau Professional Services to get detailed 

help with your topology or installation, here are some no-nonsense best practices that we have learned over the 

years: 

Don’t over-architect the solution! 

We can’t emphasize this point enough. Please do not try to overcomplicate the network and hardware 

topology. You will find that Tableau Server performs great across multiple pieces of hardware (or VM’s) 

without any need for third party software. 

Don’t split Tableau Server components across different subnets or across a WAN. 

This never works. Even if you think that your WAN or hardware is the most amazing situation ever, this is 

still likely to affect Tableau Performance. Always place all nodes in a distributed environment in the same 

subnet and domain. Having all components in the same windows domain is a requirement for all Tableau 

Server distributed environments! 

DO use Tableau’s built-in distributed mechanisms. 

If you follow the instructions, the installation will work great and you will have a very low overhead in 

terms of configuration. Read up on Tableau Distributed Environments for more info. 

DO use a reverse proxy if you are spanning a DMZ environment. 

This means you place all Tableau components inside your firewall, and your reverse proxy in your DMZ. 

You can build a reverse proxy using Apache in 10-20 minutes. Tableau Services can also assist with this. 

Here’s a picture: 

http://onlinehelp.tableausoftware.com/current/server/en-us/help.htm#distrib.htm
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Best Practices for… IT Tasks and Personnel Requirements 

Here is a quick overview of the types of IT tasks involved with Tableau Server. This can vary from installation to 

installation. 

 

Rare tasks: 

 

Disaster recovery, crashes, etc 

 

Occasional tasks: 

 

Troubleshooting a particular Tableau workbook, manual security configurations 

 

Ongoing tasks: 

 

Performing Tableau hotfix upgrades once every 4-8 weeks, major upgrades once or twice a year 
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Best Practices for… IT Process Control Concepts 

Some great ideas for process controls, education, and evangelism of a Tableau Software roll-out: 

 

Create internal user group 

 

- Video (@14min) - http://www.ustream.tv/recorded/26807227  

- Example Article - http://data-informed.com/facebook-adopts-tableau-for-analytics-dashboards 

 

Hold Training Sessions 

 

- Video (@16:25) - http://www.ustream.tv/recorded/26807227 

- Example Article - http://data-informed.com/facebook-adopts-tableau-for-analytics-dashboards 

- Intro is how to connect to database and build simple views 

- Advanced is more customized to your organization’s data challenges 

- Your level of training determines what projects you are allowed to publish into 

 

Appoint Data Stewards 

 

- These are leaders in each BU that know their data very well about would be able to QA a published 

connection and ‘bless’ it into a productionized project 

 

Multi-tenancy for ‘Certified’ and ‘Uncertified’ instead of different departments or different BU’s 

 

- Facebook – (@17:20) http://www.ustream.tv/recorded/26807227  

- Create an open environment where users can publish anything 

- Have process (Data Stewards do QA) to move things into ‘Certified’  

o Check extracts, sql is correct, performance is good, etc 

 

Democratize your data and embrace the concept of a SSE (Self Service Environment) 

 

- eBay - http://www.tableausoftware.com/learn/stories/ebay-drives-business-analytics 

- Use data server to govern data connections 

- Data Server in combination with clear communication of context of report (hidden filters, blended 

sources, etc)  is essential to alleviate ‘single source of truth’ arguments.  There are only truths within 

context – a single source of truth is a red herring. 

 

There are generally 4 types of user communities: 

 

-IT MANAGED DEPLOYMENT 

-IT owns standardized, published data sources 

-IT owns review process for publishing any content to Prod 

http://www.ustream.tv/recorded/26807227
http://data-informed.com/facebook-adopts-tableau-for-analytics-dashboards
http://www.ustream.tv/recorded/26807227
http://data-informed.com/facebook-adopts-tableau-for-analytics-dashboards
http://www.ustream.tv/recorded/26807227
http://www.tableausoftware.com/learn/stories/ebay-drives-business-analytics
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-Business owns all content in SSE (Self Service Environment) 

 

Type Business or IT Server Desktop Create New Content User Split 

Web Consumer Bus Y    

Web Consumer 
/Casual Editor 

Bus Y  Y  
(web editing) 

 

Builder  
(aka Analyst, Power 
User) 

Bus or IT 
(probably both) 

Y Y Y 
(can publish to SSE) 

 

Publisher IT Y Y Y 
(can publish to Prod) 

 
 

 

 

 

IT SUPPORTED (BUT MINIMALLY MANAGED) DEPOLOYMENT 

-IT owns standardized, published data sources 

-Business owns all content and validity of report results 

 

Type Business or IT Server Desktop Create New Content User Split 

Web Consumer Bus Y    

Web Consumer 
/Casual Editor 

Bus Y  Y  
(web editing) 

 

Builder  
(aka Analyst, Power 
User) 

Bus Y Y Y 
 

 

Publisher Bus and IT Y Y Y 
 

 

 

 

 

 


