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INDEPENDENT SERVICE AUDITOR’S REPORT

Tableau Software
1621 N 34th Street
Seattle, WA 98103
To the Management of Tableau Software:
Scope
We have examined Tableau Software’s accompanying assertion in Section II titled
“Assertion of Tableau Software Management" (assertion) that the controls within
Tableau Software’s Tableau Online System (system) were effective throughout the
period April 1, 2018 to March 31, 2019, to provide reasonable assurance that Tableau
Software’s service commitments and system requirements were achieved based on the
trust services criteria relevant to Security and Availability (applicable trust services
criteria) set forth in TSP Section 100, 2017 Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust
Services Criteria).
The description indicates that certain applicable trust services criteria specified in the
description can be met only if complementary user entity controls contemplated in the
design of Tableau Software’s controls are suitably designed and operating effectively,
along with related controls at Tableau Software. We have not evaluated the suitability
of design or operating effectiveness of such complementary user entity controls.
Tableau Software used service organizations Internap and CenturyLink to host and
operate the Tableau Online system through July 2018 and November 2018 respectively,
and subsequently uses Amazon Web Services (AWS) to provide cloud services as a
platform as a service (PaaS), to host and operate the Tableau Online system. The
description indicates that certain applicable trust services criteria can only be met if
controls at the subservice organizations are suitably designed and operating effectively.
The description presents Tableau Software’s Tableau Online System; its controls
relevant to the applicable trust services criteria; and the types of controls that the
service organizations expect to be implemented, suitably designed, and operating
effectively at the subservice organizations to meet certain applicable trust services
criteria. The description does not include any of the controls implemented at the
subservice organizations. Our examination did not extend to the services provided by
the subservice organizations, and we have not evaluated whether the controls
management expects to be implemented at the subservice organization(s) have been
implemented or whether such controls were suitably designed and operated effectively
throughout the period April 1, 2018 to March 31, 2019.
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Service Organization’s Responsibilities
Tableau Software is responsible for its service commitments and system requirements
and for designing, implementing, and operating effective controls within the system to
provide reasonable assurance that Tableau Software’s service commitments and
system requirements were achieved. Tableau Software has also provided the
accompanying assertion about the effectiveness of controls within the system. When
preparing its assertion, Tableau Software is responsible for selecting, and identifying
in its assertion, the applicable trust services criteria and for having a reasonable basis
for its assertion by performing an assessment of the effectiveness of the controls within
the system.
Service Auditor’s Responsibilities
Our responsibility is to express an opinion, based on our examination, on whether
management’s assertion that controls within the system were effective throughout the
period to provide reasonable assurance that the service organization’s service
commitments and system requirements were achieved based on the applicable trust
services criteria. Our examination was conducted in accordance with attestation
standards established by the American Institute of Certified Public Accountants
(AICPA) and in accordance with International Standard on Assurance Engagements
3000 (Revised), Assurance Engagements Other Than Audits or Reviews of Historical
Financial Information, issued by the International Auditing and Assurance Standards
Board. Those standards require that we plan and perform our examination to obtain
reasonable assurance about whether management’s assertion is fairly stated, in all
material respects. We believe that the evidence we obtained is sufficient and
appropriate to provide a reasonable basis for our opinion.
Our examination included:


Obtaining an understanding of the system and the service organization’s service
commitments and system requirements



Assessing the risks that controls were not effective to achieve Tableau Software’s
service commitments and system requirements based on the applicable trust
services criteria



Performing procedures to obtain evidence about whether controls within the
system were effective to achieve Tableau Software’s service commitments and
system requirements based the applicable trust services criteria

Our examination also included performing such other procedures as we considered
necessary in the circumstances.

Proprietary and Confidential

2

Independent Service Auditor’s Report

Inherent Limitations
There are inherent limitations in the effectiveness of any system of internal control,
including the possibility of human error and the circumvention of controls.
Because of their nature, controls may not always operate effectively to provide
reasonable assurance that the service organization’s service commitments and system
requirements were achieved based on the applicable trust services criteria. Also, the
projection to the future of any conclusions about the effectiveness of controls is subject
to the risk that controls may become inadequate because of changes in conditions or
that the degree of compliance with the policies or procedures may deteriorate.
Opinion
In our opinion, management’s assertion that the controls within Tableau Software’s
Tableau Online System were effective throughout the period April 1, 2018 to March 31,
2019, to provide reasonable assurance that Tableau Software’s service commitments
and system requirements were achieved based on the applicable trust services criteria
is fairly stated, in all material respects.

Seattle, Washington
May 13, 2019
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II.

ASSERTION OF TABLEAU SOFTWARE MANAGEMENT

We are responsible for designing, implementing, operating, and maintaining effective
controls within Tableau Software’s Tableau Online System (system) throughout the
period April 1, 2018 to March 31, 2019 to provide reasonable assurance that Tableau
Software’s service commitments and system requirements relevant to Security and
Availability were achieved. Our description of the boundaries of the system is presented
in Section III entitled “Tableau Software’s Description of the Boundaries of Its Tableau
Online System” and identifies the aspects of the system covered by our assertion.
We have performed an evaluation of the effectiveness of the controls within the system
throughout the period April 1, 2018 to March 31, 2019, to provide reasonable assurance
that Tableau Software’s service commitments and system requirements were achieved
based on the trust services criteria relevant to Security and Availability (applicable trust
services criteria) set forth in TSP Section 100, 2017 Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust
Services Criteria). Tableau Software’s objectives for the system in applying the
applicable trust services criteria are embodied in its service commitments and system
requirements relevant to the applicable trust services criteria. The principal service
commitments and system requirements related to the applicable trust services criteria
are presented in Section III entitled “Tableau Software’s Description of the Boundaries
of Its Tableau Online System”.
There are inherent limitations in any system of internal control, including the
possibility of human error and the circumvention of controls. Because of these inherent
limitations, a service organization may achieve reasonable, but not absolute, assurance
that its service commitments and system requirements are achieved.
We assert that the controls within the system were effective throughout the period April
1, 2018 to March 31, 2019, to provide reasonable assurance that Tableau Software’s
service commitments and system requirements were achieved based on the applicable
trust services criteria.
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III. TABLEAU SOFTWARE’S DESCRIPTION OF THE
BOUNDARIES OF ITS TABLEAU ONLINE SYSTEM
A. SYSTEM OVERVIEW
1. SERVICES PROVIDED
Tableau Software (NYSE: DATA), headquartered in Seattle, Washington, helps people see and
understand data. The company was formed in 2003 as Tableau Software LLC, a Delaware limited
liability company, and incorporated in 2004 as Tableau Software, Inc., a Delaware corporation.
Tableau Software’s (Tableau) products put the power of data into the hands of everyday people,
allowing a broad population of business users to engage with their data, ask questions, solve
problems, and create value. Based on innovative core technologies originally developed at Stanford
University, Tableau’s products reduce the complexity, inflexibility, and expense associated with
traditional business intelligence applications. Tableau currently offers six products:


Tableau Online system, a hosted version of Tableau Server



Tableau Server, a business intelligence platform for organizations



Tableau Desktop, a self-service analytics product for anyone with data



Tableau Prep, a data preparation product used to combine, shape, and clean data



Tableau Public, a free hosted platform for analyzing and sharing public data



Tableau Bridge, to live query on-premise data from Tableau Online

SERVICES IN SCOPE
This report covers only the Tableau Online system service offering described below. Tableau Online
is offered following a Software-as-a-Service (SaaS) model. In this service delivery model, Tableau
is responsible for all service delivery layers including infrastructure (i.e., hardware and software
that comprise the Tableau Online service), system and physical security, data storage (for data
extracts uploaded to the service), and service management processes (i.e., the operation and
management of the infrastructure and the system and software engineering lifecycles).
Customers are responsible for configuring their site within Tableau Online and establishing
appropriate authentication mechanisms. Customers manage all access and permissions within
their site.
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OVERVIEW OF TABLEAU ONLINE
Tableau Online was launched in July 2013 and is a multi-tenant, cloud-based SaaS offering built
on Tableau Server. The offering provides customers a powerful business intelligence platform that
is easy to use, scalable, responsive, and secure without requiring them to manage physical
infrastructure. The service is hosted in an Amazon Web Services (AWS) environment and can be
accessed by customers remotely using Tableau Desktop, a browser, or a mobile device. Customers
connect to Tableau Online over the internet, and data transported to and from the service is
encrypted using Transport Layer Security (TLS).
The features of Tableau Online are designed to enable users to collaborate, connect to data, create
new analyses, and subscribe to dashboards directly from the browser. Tableau Online’s key
capabilities include:


Shared content— Tableau Online provides an easy-to-navigate repository of shared
visualizations and dashboards. Users can either use Tableau Desktop or Web Authoring to
create and publish their work to Tableau Online or connect to Excel and CSV files, databases,
and popular web applications to start their data exploration right from the browser. Any user
with appropriate security credentials can view and interact with the published content using
Tableau Desktop, a web browser, or mobile application. The ability to publish dashboards
and easily share impactful visual analysis increases awareness of business data and promotes
improved decision-making. In addition, allowing others to interact with an analysis gives
them deeper understanding of the information which leads to an improved grasp on the
problem and hence greater confidence in the solution.



Shared data—Just as Tableau Online is a platform for shared analysis, it is also a platform
for shared data. Organizations can use Tableau Online to centrally manage data extracts and
metadata, enabling knowledge sharing, efficiency, data consistency, and security. Tableau
Online can create snapshots of data, or securely connect directly to databases in the cloud or
stored on-premises. Business users or IT professionals can create rich data models,
containing calculations, hierarchies, field aliases, sets and groups of interest, and publish
them to Tableau Online to be shared across an organization. Others can use these models as
a starting point while extending them to meet their own specific analytical needs. While
centralized data models are not a pre-requisite for analysis in Tableau Online, they provide
flexibility and increased productivity while maintaining control and security of data.



Universal access—Tableau Online is designed to enable seamless sharing of content across
desktop, mobile and Web clients. Once users author and publish analytical content to the
server, people across an organization can consume it on different browsers and devices.
Further, Tableau Online automatically detects the access device being used and adapts the
content to take advantage of the device’s capabilities including native touch experience, form
factor, and security. Tableau Online allows users to actively subscribe to content for
automatic delivery on their devices or pull content on demand.



Self-service collaboration—Users can use Tableau Online to stay on top of their data
anywhere. They can subscribe to dashboards to be delivered via email on a schedule, they can
use data driven alerts to be notified when data meets a particular business condition, and
they can collaborate on analyses directly in the browser.



Scalability—Tableau Online’s distributed multi-tier architecture allows it to scale to tens of
thousands of users, across desktop, web, and mobile clients in order to meet the needs of
some of the largest organizations globally.
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Security—Tableau Online is hosted in an industry-leading cloud infrastructure. A robust
security model is in place that provides authentication and authorization, along with data
and network security.



Administration—Tableau believes the ease of administering a system is tremendously
important to its adoption. While Tableau Online’s management interface is designed to be
simple enough for a line-of-business user, an Application Program Interface (API) is also
provided to allow administrators to automate routine management tasks.

2. INFRASTRUCTURE
Tableau Online is hosted in SOC 2 audited enterprise-class data centers that have the following
features:


N+1 power and cooling infrastructure



Multi-level physical security that includes building access control, alarm systems, and video
surveillance



24x7 security monitoring and support



Environmental monitoring including fire detection and suppression systems



Internet connectivity available from diverse providers

By leveraging colocation and top-tier cloud providers, Tableau can expand data center and network
capacity as demands increase. During the period, Tableau migrated all Tableau Online services to
a cloud provider model. Transition dates from colocation data centers are noted below.
In addition to the headquarters in Seattle, Washington (U.S.) the company has key technology
operations in the following locations:


AWS (U.S. East, U.S. West, and E.U. West) (Entire period)



Santa Clara, California (U.S.) – primary data center (Until July 2018)



Tukwila, Washington (U.S.) – backup data center (Until July 2018)



Dublin, Ireland (EMEA) – primary data center (Until November 2018)



Munich, Germany (EMEA) – backup data center (Until November 2018)

The physical production infrastructure consists of servers, storage, and network devices that
collectively form the foundation for the service. Infrastructure is deployed in a redundant
configuration where possible and practical. Infrastructure is deployed using gold images that have
unnecessary services disabled and are hardened following industry best practices. All logical access
to infrastructure components is managed by Tableau personnel.
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The production network is logically and physically separate from the corporate production network
and is segmented to create boundaries between networks with different security requirements.
Firewalls or load balancers are deployed at all ingress and egress points and are leveraged to restrict
traffic to only the ports and protocols required for service operation. Load balancers inspect and
restrict inbound traffic and distribute load across multiple front-end web servers. Wireless
networks are not permitted in the production network.
Administrative access to Tableau-managed systems is restricted to a small number of trusted
individuals that are authorized by Tableau senior management. Access is reviewed and approved
on a quarterly basis. Remote access to the production environment is only permitted through
hardened VPN gateways that require two-factor authentication.
All access is logged, and server, storage, and network infrastructure is configured to log to a central
log collection service. The log collection service is leveraged for reviewing, reporting, alerting,
troubleshooting, and retention.

3. SOFTWARE
Tableau Online is a multi-tenant, cloud-based SaaS offering built on Tableau Server. Tableau
Online has many enterprise-class features including:

LIVE QUERY ENGINE
Tableau has developed a Live Query Engine that interprets abstract queries generated by VizQL
into syntax understandable by popular database systems. For instance, the Live Query Engine can
compile VizQL statements into optimized SQL and MDX syntax understandable by database
systems made by Microsoft, Oracle, IBM, EMC, SAP, Teradata and many other database vendors.
As a result, Tableau’s technology provides customers with a way to increase the accessibility,
usability, and performance of their databases. It also gives them a uniform user interface for
interacting with databases of diverse vendors, formats and sizes.
It is common for traditional business intelligence products to import data from the organization’s
database systems. In contrast, Tableau’s Live Query Engine enables customers to query databases
without having to first import the data into Tableau’s products. Queries generated by the Live Query
Engine are interpreted and run by the database, with only the results of each query rendered. This
approach offers many advantages for customers:


Data consistency—Copying data can cause people to work with out-of-date information.
Further, each copy of the data may represent information at different times leading to
inconsistency. With the Live Query Engine, customers do not need to create additional copies
of their data.



Avoids data movement—Moving and loading data is often time consuming and
expensive. With Live Query Engine, customers do not need to move data in order to use
Tableau products.
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Scalability—Many database vendors provide massively parallel implementations of
databases that provide scalable data access to large data sets. These systems can scale in
various ways including scaling the number of tables in the database, the number of records
in each table, the number of columns in each record, the number of users, and the number
of active queries. These systems also provide powerful computation capabilities for very large
data volumes. Tableau’s Live Query Engine allows businesses to leverage their investment in
scalable data infrastructure.



Security—Transferring data out of a database causes customers to lose the security and
permissions models associated with that data. Using Tableau’s Live Query Engine, customers
can leverage the security and permissions models specified in their database systems.



Flexibility—The database industry consists of multiple vendors with competitively
differentiated products. Tableau’s Live Query Engine enables customers to choose the
appropriate technology for their business.

Tableau focuses on ensuring its software is compatible with popular database platforms and that
the Live Query technology works with the most recent releases of those platforms. The Live Query
Engine within Tableau Online is currently compatible with MySQL, Amazon Redshift, Microsoft
SQL Server, Google BigQuery, Snowflake, and SAP HANA, among many others. In cases where data
sources published to Tableau Online site connect to underlying data that Tableau Online cannot
reach directly, Tableau’s new offering, Tableau Bridge, can be used to keep those data sources upto-date. Some of the data sources that Tableau Bridge supports are Oracle, Splunk, etc.

EXTRACT BASED DATA ENGINE
Tableau has also developed the fast Hyper (extract based) Data Engine which is optimized for
modern hardware that allows customers to analyze large amounts of data independently of
database systems. This option is valuable to customers as it enables them to overcome the following
challenges:


Lack of databases—Customer data may not be stored in databases. For instance, data is
commonly stored in text files, spreadsheets, logs, or other formats.



Limited performance—Customer data may be stored in databases that are too slow for
interactive analysis or reporting.

For these situations, Tableau has developed the Hyper Data Engine, with the following unique
combination of attributes that enable fast calculations:


Column-based storage—Tableau’s Hyper Data Engine is based on a column-oriented
format which is able to reduce costs on analytical workloads. It employs a simple disk-based
representation of data that leverages the operating systems’ management of virtual memory.



Compressed data representation—Tableau’s technology utilizes compression aimed to
keep the memory, as well as disk footprint as small as possible while not sacrificing
performance.



Optimization for in-memory analytics—Tableau’s Hyper Data Engine is optimized for
analyzing data in random access memory, or RAM. For example, leveraging RAM-based
indices, Tableau’s technology is more efficient than those using disk-based indices.
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Architecture aware algorithms—Tableau’s technology is designed to achieve highthroughput on modern processors. Key algorithms, such as grouping and aggregation, are
designed to be cache and multi-core aware and adaptive to different hardware
characteristics. Its approach of using fine-grained parallelization allows scaling efficiently to
very large core counts.



Dynamic code generation—Tableau’s Hyper Data Engine uses just-in-time compilation
to accelerate computation heavy workloads which are typical in many customer scenarios.
This enables efficient processing of even highly complex analytics.

By importing data into Tableau’s Hyper Data Engine, customers can get many of the benefits of a
fast database without the complication, cost, and delay of a new investment in databases systems.
Tableau’s Hyper Data Engine is designed to be used on commodity hardware such as personal
computers and laptops, but also at the same time optimized for servers that are common in
companies today.

HYBRID DATA ARCHITECTURE
Tableau has designed the Live Query Engine and Hyper Data Engine to work in harmony. This
hybrid approach gives customers flexibility and power. For instance, customers can use the Hyper
Data Engine to import a sample of data from a large database, and then after designing an initial
visualization that answers a question, run the visualization against the entire database using the
live query option. As another example of the hybrid approach, customers can integrate live data
with in-memory data in a single visualization or dashboard. Both of these examples can be achieved
by business users without any programming or scripting.

SECURITY
Tableau understands that data is among one of the most strategic and important assets an
organization has. With this in mind, ensuring Tableau Online is secure is a top priority.
Tableau Online is a multi-tenant solution and does not provide dedicated environments for each
customer. Each customer is provisioned with one or more sites within the service, and the
application enforces segregation of data and security between sites. All data uploaded or connected
to the service is programmatically linked to a site.
Tableau maintains multiple layers of defense in front of its production services. All traffic destined
for Tableau Online is passed through a networking device that only permits the ports and protocols
required for the service. All transactions are performed over TLS, which protects sensitive data intransit, including user credentials, data extracts uploaded to the service, and data source
connection information. User passwords are salted and hashed and data source connection
credentials are strongly encrypted. Encryption keys are securely stored and access is appropriately
restricted.
Tableau Online provides authentication and authorization options that allow customers to establish
controls specific to their organization’s requirements.
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ACCESS CONTROL
Role-based access control is supported by Tableau Online to assign permissions to content.
Permissions can be configured per user or group in a manner that restricts access to only the
functions needed for any particular role. Roles are assigned a set of permissions and associated
with content to manage how users and groups can interact with objects such as projects and
published content.
Access to published content such as data sources, workbooks, and views can be managed via roles
that include permissions such as view, create, modify, and delete. Permissions can be assigned to
projects which control the default permissions for all workbooks and views published to the project.
Administrators can create groups into which users are placed to make permission management
easier.
Roles provide a default permission structure to differentiate users. For example, a user may be
assigned the role of interactor for a particular view, but not for all content. And, a user with a viewer
role can see a particular view but does not have the ability to change the view. There are over 20
parameterized customizations available to help manage object security. These role-based
permissions do not control what data will appear inside of a view.

USER ACCOUNTS
Tableau Online establishes one or more unique sites for each customer. A unique username is
assigned to each user and the username in combination with a user-selected password is used to
authenticate to the service. A user account may be associated with one or more sites. TableauID is
the default Identity Provider (IDP) service for customers of Tableau Online. Customers may also
choose to federate authentication to their own identity provider allowing them additional controls
over the accounts with access to their site.
The customer is responsible for all user account administration within the service. The customer
designates one or more administrators that are responsible for carrying out administrative
functions such as administration of users, groups, and permissions, as well as configuration of data
sources, reporting, and other site-wide configuration options.
Tableau user-selected passwords must meet complexity requirements, currently eight characters
in length and mix of letters and numbers. Authentication routines mask all passwords and provide
no feedback for failed attempts. Accounts lock after a maximum of twenty failed attempts and lock
out until a password reset is completed. If the customer has federated their authentication, these
settings are controlled by the customer's identity provider.
For non-federated accounts, newly provisioned users receive an email with a link that allows them
to set a password and setup their account. Users can initiate a password reset if they forget their
password, but must have access to the email account assigned to the account. Customer-designated
administrators can reset passwords for users within their site.

AUDIT LOGS
Tableau Online logs all user authentication activity and makes this information available to
customer-designated administrators. User activity within the service is also logged and available
for review.
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4. PEOPLE
COMPANY CODE OF BUSINESS CONDUCT AND ETHICS
Tableau Software is committed to maintaining the highest standards of business conduct and
ethics. “We Are Honest” is among the company’s core values. Honesty is not simply a Board of
Directors issue or a management issue; it is an everyone issue. The Code of Business Conduct and
Ethics is an outgrowth of Tableau’s commitment to honesty, and reflects the business practices and
principles of behavior that support this commitment. It is the responsibility of every employee,
officer and director of Tableau to read, understand and comply with the spirit, as well as the letter,
of the Code. Anyone who violates this Code may be subject to disciplinary action, up to and
including termination of employment, and in appropriate cases, civil action or referral for criminal
prosecution.

BOARD OF DIRECTORS AND AUDIT COMMITTEE PARTICIPATION
Tableau Software has an active Board of Directors that meets at least quarterly. The Board of
Directors has three standard committees that assist in oversight of key decisions, controls, and
processes: the Audit Committee, the Compensation Committee, and the Nominating and Corporate
Governance Committee. The Board of Directors provides oversight of, and strategic guidance to,
senior management. A Nominating and Corporate Governance Charter is available on Tableau’s
public website which outlines the selection criteria and standards for Board of Directors. Tableau’s
commitment to an effective system of internal controls starts with the company’s Audit Committee.
The Audit Committee is responsible for the appointment, compensation, retention, and oversight
of the work of any registered public accounting firm employed by Tableau to assist the Board of
Directors’ oversight of (1) the accounting and financial reporting process of Tableau, which includes
certain financial information supplied by Tableau in connection with the audit of the financial
statements of Tableau, (2) the qualifications and independence of Tableau’s independent auditor,
and (3) the performance of Tableau’s internal audit functions and independent auditors specific to
Tableau operations. The Audit Committee, which is made up of independent directors, meets at
least once per quarter. The Audit Committee also maintains a charter, which it reviews on an annual
basis.

ORGANIZATIONAL STRUCTURE
Tableau’s top-level organizational structure is depicted in the figure below:

The executive-level organizational structure is departmentalized and under each department head,
various groups within Tableau provide organizational support for Tableau Online services. The
executive level organization is made up of the following key departments:
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SALES

Led by the Executive Vice President of Worldwide Sales, Services, and Support, the Sales personnel
are responsible for the sales of Tableau’s software and services. The sales organization includes
professional services and training teams that work with customers of all sizes to support
implementations. These efforts include in person and phone-based engagements, webinars, inperson training, and free on-demand training.
The sales organization also has a dedicated Technical Support team. This team interfaces directly
with customers to provide technical support and assist with questions and issues.
MARKETING

Tableau’s marketing organization focuses on establishing company brand, launching new products
and features, generating awareness, creating leads, and cultivating the Tableau community. The
marketing team consists primarily of product marketing, programs, field events, channel
marketing, corporate communications, and website teams. The marketing team leverages both
online and offline marketing channels such as events and trade shows, seminars and webinars,
third-party analyst reports, whitepapers, case studies, blogs, search engines, and email marketing.
The marketing team is responsible for the logistics of hosting various events, including the
company’s annual customer conferences and regional events, as well as providing web-based
community tools and supporting customer-driven user groups.
DEVELOPMENT

Led by the Executive Vice President of Product Development, Tableau’s research and development
organization, with employees located in Seattle, Washington, Kirkland, Washington, Palo Alto,
California, Austin, Texas, Cambridge, Massachusetts, Vancouver, British Columbia, and Munich,
Germany is primarily responsible for the design, development, testing, and certification of Tableau
products and core technologies. The Online Operations team within the research and development
organization also runs and manages the Tableau Online Service. The company invests substantial
resources in research and development to drive core technology innovation and to bring new
products to market.
Tableau delivers multiple new versions of the software with significant new capabilities over the
course of each year. In addition, there are monthly maintenance releases to address product defects
and security issues in accordance with the support policy. For Tableau Online, major releases are
deployed multiple times per year and in addition, weekly or even more frequent releases (as
needed) are shipped to address product defects, security issues, service optimizations, and also
incremental functionality. The release cycles enable Tableau to be responsive to customers by
delivering new functionality on a frequent basis. Priorities are established for the development
organization by collaborating closely with Tableau customers, community, and employees.
ONLINE OPERATIONS

The Online Operations team provides support for the external customer-facing IT infrastructure.
This includes deployment, monitoring and ongoing administration of networking, server, storage,
and security infrastructure. This team supports the infrastructure that hosts the Tableau Online
service and performs all code deployments.
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GENERAL & ADMINISTRATIVE AND TECHNICAL OPERATIONS
Led by the Chief Financial Officer, Tableau’s General and Administrative (G&A) and Technical
Operations groups support the Sales, Marketing, Development, Human Resources (HR), Legal, and
Marketing groups.
GENERAL & ADMINISTRATIVE

The G&A group is comprised of the Finance, Tax, Internal Audit, Customer Operations, and Office
Facilities departments. Responsibilities of these departments include, but are not limited to:
corporate governance and compliance, accounting, commissions, payroll, equity administration,
tax, travel, and corporate events.
CUSTOMER OPERATIONS

The Customer Operations team provides support to the sales organization. The team provides
support for order processing, licensing, pricing, renewals, Request for Proposal (RFP) responses,
and several other pre- and post-sales operational functions.
INTERNAL AUDIT

The internal audit function reports directly to the Audit Committee and provides independent and
objective reviews of controls, activities, operations, and transactions. Internal control deficiencies
are communicated, by the internal audit function, to senior management and the Audit Committee
on a periodic basis. Senior finance management is responsible for remediating internal controls
and reporting progress of such to the Audit Committee.
TECHNICAL OPERATIONS

Technical Operations is responsible for delivering efficient and effective on-demand services to
Tableau business units and customers in a manner that is consistent with quality expectations
through technology, refined processes, and collaboration with business partners and customers.
The Technical Operations group is comprised of the following departments: Information
Technology, Enterprise Applications, and Information Security. Responsibilities of these
departments include, but are not limited to: help desk, incident and change management,
management of networking, office build-outs, support of internal systems, customer order
processing, internal training, and security.
INFORMATION TECHNOLOGY

The Information Technology team provides support for the internal IT infrastructure that supports
the business. This includes deployment, monitoring, and ongoing administration of networking,
server, workstation, and security infrastructure. In addition, the team also plans and deploys
infrastructure required for expansion into new and within existing office locations. This team is
also responsible for the change management function and operates the Systems Operation Center
that provides enterprise monitoring and triage.
ENTERPRISE APPLICATIONS

The Enterprise Applications team provides development and technical support for the applications
used to run the business. The team also developed and maintains the authentication code used by
Tableau Online, which provides single sign-on into the customer support portal.
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INFORMATION SECURITY

The Tableau Information Security team provides direction and oversight for all Information
Security-related matters across the organization. The team is responsible for developing and
maintaining security policies and standards that apply across the enterprise. This includes policies
and standards that apply to the operation of the Tableau Online service. The security team also
provides support for the company’s risk and compliance programs and reviews systems and
processes for compliance with company policies, standards, and procedures. In addition, the
security team provides support for security testing, incident response, security awareness, and
other security functions.
HUMAN RESOURCES

The HR organization is primarily responsible for recruiting and retaining talent for the
organization. Specific duties include hiring, training and development, performance appraisals,
advancement, and termination.
HR is also responsible for new hire training on company policies and procedures. Employees are
required to sign the company Confidentiality and Inventions Assignment Agreement and other
policy and employment related documents prior to being provided access to company resources.
HR also facilitates an annual performance appraisal process for all employees.
LEGAL

Legal supports the company broadly, including negotiation of customer and vendor contracts,
development and implementation of compliance programs, including privacy, protection and
management of intellectual property assets, providing advice on human resources and recruiting
functions, support of international and domestic corporate filings and litigation and dispute
management.

5. DATA
Customers can leverage Tableau Online to analyze and visualize a wide variety of data from multiple
data sources. Data from connected data sources (Live Query) may be processed, but is not stored
within the Tableau Online infrastructure. Customers may choose to upload data extracts to Tableau
Online for analysis. It should be noted that data uploaded to Tableau Online is not encrypted at rest
on all Points of Delivery (PODs). Tableau has enabled native AWS Elastic Block Store (EBS) volume
encryption for root and mounted volumes for all new instance launches as of April 2018. Tableau
is in the process of redeploying instances created earlier to enable encryption. Because of this,
customers should not upload data such as credit card data or protected health information that has
legal or regulatory requirements for encryption. Customers are responsible for determining the
data that will be exposed through the service and for managing the permissions that determine
which users have access to their data.

MEDIA HANDLING
Media that is no longer needed is stored securely in a SOC 2 audited data center until it is either
picked up by a licensed recycler that provides a certificate of destruction for each item received or
wiped using a utility that overwrites media to current Department of Defense standards. Media may
also be physically destroyed.
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6. PROCESSES AND PROCEDURES
Administrative and operational controls for each major functional area are documented in policies,
standards, and procedures. These documents are updated periodically and distributed to
appropriate personnel. These manuals include, but are not limited to:

SECURITY POLICIES
Tableau maintains a comprehensive Information Security Policy that closely align with industryaccepted security best practices. Topics like password policy that detail password requirements for
Tableau systems, and data classification that direct how information and data is handled and
stored, are contained within the Information Security Policy. The Information Security Policy is
reviewed at least annually. Procedures are updated as systems are changed/updated. Policies are
maintained on the company’s intranet, which is accessible to all company employees. Additionally,
employees with responsibilities for development or support of the Tableau Online service are
required to review and acknowledge the company's security guidelines which summarize and link
to the Information Security Policy.
SYSTEM GUIDES

The Tableau Online system guides describe the functional aspects of the application and modules.
These guides include the following information:


Application Functionality



Technical References



Applications Data Dictionary



System Reports

The system guides are intended for internal users and support personnel.
STANDARD OPERATION PROCEDURES

The Standard Operating Procedures provide documentation on functional operating procedures
and standards for various functions including:


Implementation



Operations



Architecture



Research and Development

Operating manuals are intended to provide end users instruction for the day-to-day operations of
the Tableau Online application. Activities such as how to implement and service customers and
how to manage application development and deployment are covered in these guides.
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SYSTEM DOCUMENTATION

The system documentation includes general information and procedures about the hosting of the
Tableau Online service. It helps enable technical support staff in all areas to manage and operate
the various components of the infrastructure in an efficient manner. The documentation includes
information about the system’s architecture, operation, monitoring, support, and maintenance.

B. PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS
Tableau designs processes and procedures for Tableau Online that meet customer, legal, regulatory,
and organizational objectives. Objectives are based on service commitments to customers, laws, and
regulations that govern the operation of the service, and the financial, operational, and compliance
requirements established for the service.
Security commitments to user entities are documented and communicated in the Tableau Online
Support Policy and other customer agreements, as well as in the description of the service offering
available online. Security commitments are standardized and include, but are not limited to, the
following:


Industry-standard physical and logical security controls designed to prevent unauthorized access
to the infrastructure and services that support Tableau Online



Robust role-based security model to secure access to data and visualizations hosted within the
Tableau Online service



Routine backup (not less frequently than once per day) of all customer data



All storage, backup and archival media containing customer data is:
o

Physically located in a secured facility

o

Logically separated from any other customers’ data

Tableau establishes operational practices that support conformance with security commitments,
relevant laws and regulations, and other system requirements. Practices are documented in Tableau’s
system policies and procedures, system design documentation, and contracts with customers. The
Information Security Policy defines organization-wide requirements for protecting systems and data.
Policies include coverage for how the service is designed and developed, how the system is operated,
how the internal business systems and networks are managed, and how employees are hired and
trained. In addition to these policies, standard operating procedures have been documented that define
how to carry out specific manual and automated processes required in the development and operation
of Tableau Online.

C. COMPLEMENTARY USER ENTITY CONTROLS
Tableau Software’s Tableau Online System was designed under the assumption that certain controls
would be implemented by the user entities for whom it provides its Tableau Online System. In these
situations, the application of specific controls at these customer organizations is necessary to achieve
certain control objectives included in this report.
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This section describes additional controls that should be in operation at the customer organizations to
complement the controls at Tableau Software. User auditors should consider whether the following
controls have been placed in operation by the customers.
Each customer must evaluate its own internal control structure to determine if the identified customer
controls are in place. Users are responsible for:
Complementary User Entity Controls
General
1

Reading and adhering to the terms and conditions outlined in their service agreement and must abide by the
Tableau Online Terms of Service.

2

Ensuring the accuracy of the data provided to Tableau Online.

3

Ensuring the accuracy of any reports, visualizations, or other representations of their data created within
Tableau Online.

4

Ensuring the proper configuration, patching, and security settings applied to systems and browsers used to
access Tableau Online.

5

Configuring the controls available within Tableau Online to meet their compliance requirements such as SOX,
ISO 27001, FISMA, etc.

6

Reviewing service level and incident reports provided by Tableau Software, as applicable, and initiating any
clarification or follow-up based on requirements in the service agreement.

7

Notifying Tableau of any security breach that may impact Tableau’s services.

Account Management
8

Using strong passwords and for ensuring credentials used to access the service are protected and not shared.

9

Ensuring users that are assigned roles with administrative access are properly authorized.

10

Ensuring that access granted to sites, data sources, workbooks, dashboards, etc. is properly authorized and
assigned in accordance with their policies/procedures.

11

Ensuring users are not assigned permissions that violate any segregation of duties obligations they may have.

12

Performing all account administration activities, including adding and removing users with access to their site.

13

Revoking access promptly for users that have exited their organization and should periodically review access
granted to all individuals to ensure it is still appropriate.

Data Management/Security/Classification/Retenti on
14

Ensuring that data exposed through Tableau Online is done so in accordance with regulatory, legislative, and
any other obligation they have to protect the data.

15

Configuring their site and securing access to their data sources and underlying data per their security
requirements.

16

Maintaining and retaining underlying data that is connected to and accessed by Tableau Online.

17

Ensuring that connected data sources secure data in-transit per their requirements.

18

Ensuring no data that requires encryption at rest is uploaded to Tableau Online.

19

Performing any changes made to data stored within Tableau Online.

20

Determining the classification and security requirements for data connected or uploaded to Tableau Online.
They are also responsible for ensuring any data connected or uploaded to Tableau Online is secured in
compliance with their data classification/security policies.

21

Removing or periodically exporting data to meet their data retention requirements.
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