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I.

INDEPENDENT
REPORT

PRACTITIONER’S

TRUST

SERVICES

Tableau Software
837 N. 34th Street, Suite 200
Seattle, WA 98103

To the Management of Tableau Software:

We have examined management’s assertion that during the period April 1, 2016 to
March 31, 2017, Tableau Software maintained effective controls over its Tableau
Online System to provide reasonable assurance that:
• the system was protected against unauthorized access (both physical and
logical); and

• the system was available for operation and use, as committed or agreed;

based on the AICPA and CICA trust services Security and Availability criteria.

Tableau Software’s management is responsible for this assertion. Our responsibility is
to express an opinion based on our examination. Management’s description of the
aspects of the Tableau Online System covered by its assertion is attached. We did not
examine this description, and accordingly, we do not express an opinion on it.

Our examination was conducted in accordance with attestation standards established
by the American Institute of Certified Public Accountants and, accordingly, included
(1) obtaining an understanding of Tableau Software’s relevant controls over the
Security and Availability of the Tableau Online System; (2) testing and evaluating the
operating effectiveness of the controls; and (3) performing such other procedures as
we considered necessary in the circumstances. We believe that our examination
provides a reasonable basis for our opinion.
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Independent Practitioner’s Trust Services Report

Because of the nature and inherent limitations of controls, Tableau Software’s ability
to meet the aforementioned criteria may be affected. For example, controls may not
prevent or detect and correct error or fraud, unauthorized access to systems and
information, or failure to comply with internal and external policies or requirements.
Also, the projection of any conclusions based on our findings to future periods is
subject to the risk that changes may alter the validity of such conclusions.

In our opinion, management’s assertion referred to above is fairly stated, in all
material respects, based on the AICPA and CICA trust services Security and
Availability criteria.

The SOC 3 SysTrust® for Service Organizations Seal on Tableau Software’s web site
constitutes a symbolic representation of the contents of this report and is not
intended, nor should it be construed, to update this report or provide additional
assurance.
May 29, 2017
Seattle, Washington
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II.

MANAGEMENT OF TABLEAU SOFTWARE’S ASSERTION
REGARDING ITS TABLEAU ONLINE SYSTEM BASED ON
AICPA/CICA TRUST SERVICES CRITERIA FOR SECURITY
AND AVAILABILITY
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III. DESCRIPTION OF TABLEAU SOFTWARE’S TABLEAU
ONLINE SYSTEM FOR THE PERIOD APRIL 1, 2016 TO
MARCH 31, 2017
1. Background

Tableau Software (NYSE: DATA), headquartered in Seattle, Washington, helps people
see and understand data. The company was formed in 2003 as Tableau Software LLC, a
Delaware limited liability company, and incorporated in 2004 as Tableau Software,
Inc., a Delaware corporation. Tableau Software’s (Tableau) products put the power of
data into the hands of everyday people, allowing a broad population of business users
to engage with their data, ask questions, solve problems, and create value.

Tableau Online is offered following a Software-as-a-Service (SaaS) model. In this
service delivery model, Tableau is responsible for all service delivery layers including:
infrastructure (i.e., hardware and software that comprise the Tableau Online service),
system and physical security, data storage (for data extracts uploaded to the service),
and service management processes (i.e. the operation and management of the
infrastructure and the system and software engineering lifecycles).
Customers are responsible for configuring their site within Tableau Online and
establishing appropriate security controls. Additionally, customers manage all access
and permissions within their site.
Overview of Tableau Online

Tableau Online was launched in July 2013 and is a multi-tenant, cloud-based SaaS
offering built on Tableau Server. The offering provides customers a powerful business
intelligence platform and enterprise-class data management in a service that is easy to
use, scalable, responsive, and secure. The service is hosted in secure data centers and
can be accessed by customers remotely using Tableau Desktop, a browser or a mobile
device. Customers connect to Tableau Online over the Internet, and data transported to
and from the service is encrypted using Transport Layer Security (TLS).

The collaborative features of Tableau Online are designed to foster more sharing of
data, to improve the dissemination of information across an organization, and promote
improved decision-making. Tableau Online’s key capabilities include:
•

•

MOSS ADAMS LLP

Shared content—Tableau Online provides an easy-to-navigate repository of
shared visualizations and dashboards. After users of Tableau Desktop create
and publish their work to Tableau Online, any other user with appropriate
security credentials can view and interact with it using a Web browser or
mobile application.

Shared data—Organizations can use Tableau Online to centrally manage
enterprise data sources and metadata, enabling knowledge sharing, efficiency,
data consistency, and security.
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•

•

•

•

Universal access—Tableau Online is designed to enable seamless sharing of
content across desktop, mobile and Web clients. Once users author and publish
analytical content to the server, people across an organization can consume it
on different browsers and devices.
Scalability—Tableau Online’s distributed multi-tier architecture allows it to
scale to tens of thousands of users, across desktop, Web and mobile clients,
meeting the needs of some of the largest organizations globally.

Security—Tableau Online is hosted in a secure data center and provides a
security model that encompasses authentication, authorization, data, and
network security.

Administration—Tableau believes the ease of administering a system is
tremendously important to its adoption. While Tableau Online’s management
interface is designed to be simple enough for a line-of-business user, an
Application Program Interface (API) is also provided to allow administrators to
automate routine management processes.

2. Infrastructure

Tableau Online is hosted in SOC 2 audited enterprise-class data centers that have the
following features:
•
•

•
•
•

N+1 power and cooling infrastructure
Multi-level physical security that includes building access control, alarm
systems, and video surveillance
24x7 security monitoring and support
Environmental monitoring including fire detection and suppression systems
Internet connectivity available from diverse providers

The physical production infrastructure consists of servers, storage, and network
devices that collectively form the foundation for the service. All server, storage, and
network infrastructure is owned or leased by Tableau and managed by Tableau
personnel.
The production network is logically and physically separate from the corporate
production network and is segmented to create boundaries between networks with
different security requirements. Firewalls are deployed at all ingress and egress points
and are leveraged to restrict traffic to only the ports and protocols required for service
operation. Load balancers are employed to further restrict and inspect inbound traffic
and distribute load across multiple front-end web servers. Wireless networks are not
permitted in the production network.

Administrative access is restricted to a small number of trusted individuals that are
authorized by Tableau senior management. Access is reviewed and approved on a
quarterly basis. Remote access to the production environment is only permitted
through hardened VPN gateways that require certificate-based two-factor
authentication.
MOSS ADAMS LLP
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All access is logged, and server, storage, and network infrastructure is configured to log
to a central log collection service. The log collection service is leveraged for reviewing,
reporting, alerting, troubleshooting, and retention.

3. Software

Tableau Online is a multi-tenant, cloud-based SaaS offering built on Tableau Server.
Tableau Online has many enterprise-class features including:

Live Query Engine

Tableau has developed a Live Query Engine that interprets abstract queries generated
by VizQL into syntax understandable by popular database systems. Tableau’s
technology provides customers with a way to increase the accessibility, usability, and
performance of their databases. It also gives them a uniform user interface for
interacting with databases of diverse vendors, formats and sizes.
In-Memory Data Engine

Tableau has also developed a fast In-Memory Data Engine that allows customers to
analyze large amounts of data independently of database systems.
Hybrid Data Architecture

Tableau has designed the Live Query Engine and In-Memory Data Engine to work in
harmony. This hybrid approach gives customers flexibility and power.

4. People

Various groups within Tableau provide organizational support for Tableau Online
services. The executive level organization is made up of the following key departments:
Sales

Led by the Executive Vice President of Worldwide Sales, Services, and Support, the
Sales personnel are responsible for the sales of Tableau’s software and services.

The sales organization also has a dedicated Technical Support team. This team
interfaces directly with customers to provide technical support and assist with
questions and issues.
Marketing

Led by the Chief Marketing Officer, Tableau’s marketing organization focuses on
establishing company brand, generating awareness, creating leads, and cultivating the
Tableau community.

The marketing team is responsible for the logistics of hosting various events, including
the company’s annual customer conferences and regional events, as well as providing
web-based community tools and supporting customer-driven user groups.
MOSS ADAMS LLP
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Development
Led by the Chief Development Officer, Tableau’s research and development
organization is primarily responsible for design, development, testing, and certification
of Tableau products and core technologies.
General & Administrative and Technical Operations

Led by the Chief Financial Officer, Tableau’s General and Administrative (G&A) and
Technical Operations groups support the Sales, Development, and Marketing groups.
Responsibilities include, but are not limited to: negotiation of legal contracts and
agreements, management of IP asset and patent protection, corporate governance and
compliance, accounting, commissions, payroll, equity administration, tax, travel, and
corporate events.
Technical Operations

Technical Operations is responsible for delivering efficient and effective on-demand
services to Tableau business units and customers in a manner that is consistent with
quality expectations through technology, refined processes, and collaboration with
business partners and customers. Responsibilities of these departments include, but
are not limited to: help desk, incident and change management, management of
networking, office build-outs, support of internal systems, customer order processing,
internal training, and security.
Systems Infrastructure

The Systems Infrastructure team provides support for the external customer-facing IT
infrastructure. This includes deployment, monitoring and ongoing administration of
networking, server, storage, and security infrastructure. This team supports the
infrastructure that hosts the Tableau Online service and performs all code
deployments. This team is also responsible for the change management function and
operates the Systems Operation Center that provides enterprise monitoring and triage.
Information Technology

The Information Technology team provides support for the internal IT infrastructure
that supports the business. This includes deployment, monitoring, and ongoing
administration of networking, server, workstation, and security infrastructure. The
team also plans and deploys infrastructure required for expansion into new and within
existing office locations.

Business Systems

The Business Systems team provides development and technical support for the
applications used to run the business. The team also developed and maintains the
authentication code used by Tableau Online, which provides single sign-on into the
customer support portal.
MOSS ADAMS LLP
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Customer Operations
The Customer Operations team provides support to the sales organization. The team
provides support for order processing, licensing, pricing, renewals, Request for
Proposal (RFP) responses, and several other pre- and post-sales operational functions.

Information Security

The Tableau Information Security team provides direction and oversight for all
Information Security-related matters across the organization. The team is responsible
for developing and maintaining security policies and standards that apply across the
enterprise. This includes policies and standards that apply to the operation of the
Tableau Online service. The security team also provides support for security testing,
incident response, security awareness, and other security functions.
Human Resources

The Human Resources (HR) organization is primarily responsible for recruiting and
retaining talent for the organization. Specific duties include hiring, training and
development, performance appraisals, advancement, and termination.

5. Procedures

Control Environment
Security
Tableau Online is a multi-tenant solution. Each customer is provisioned with one or
more sites within the service, and the application enforces segregation of data and
security between sites. All data uploaded or connected to the service is
programmatically linked to a site. All transactions are performed over HTTPS.
Access Control

Tableau Online provides authentication and authorization options that allow
customers to establish controls specific to their organization’s requirements.
Role-based access control is supported by Tableau Online to assign permissions to
content. Permissions can be configured per user or group in a manner that restricts
access to only the functions needed for any particular role. Roles are assigned a set of
permissions and associated with content to manage how users and groups can interact
with objects such as projects and published content.

Access to published content such as data sources, workbooks, and views can be
managed via roles that include permissions such as view, create, modify, and delete.
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User Accounts
Tableau Online establishes one or more unique sites for each customer. The customer
is responsible for all user account administration within the service. The customer
designates one or more administrators that are responsible for carrying out
administrative functions such as administration of users, groups, and permissions, as
well as configuration of data sources, reporting, and other site-wide configuration
options.
A unique username is assigned to each user and the username in combination with a
user-selected password is used to authenticate to the service. A user account may be
associated with one or more sites.
Audit Logs

Tableau Online logs all user authentication activity and makes this information
available to customer-designated administrators. User activity within the service is
also logged and available for review.
Human Resources Processes
Hiring Process
Written job descriptions that outline primary responsibilities, competencies, and
qualifications are drafted for each position within the company. Tableau’s hiring
practices screen individuals for competency and trustworthiness, and individuals are
hired and retained to develop and deliver Tableau’s solutions at the highest level of
quality.
New Employee Training

All employees are required to participate in the new hire orientation (Tableau
University). This program structures activity around Tableau’s general operating
practices, policies, and procedures, and assists employees in becoming acclimated to
Tableau’s business philosophy. These activities include understanding the overall
Tableau mission and core values, departmental operation practices, and individual
performance objectives. HR also requires employees to sign a Non-Disclosure
Agreement and other documents prior to gaining access to sensitive information
within the secured corporate environment.
Performance Reviews

HR requires that performance reviews are completed annually to monitor that
employees’ knowledge remains current and they are aware of both new and updated
policies and procedures.
Staff Development

Staff are expected to remain current in their field of expertise through a combination of
self-study and formal training opportunities.
MOSS ADAMS LLP
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Terminations
Tableau has a written policy that addresses voluntary and involuntary employee
terminations. Exit interviews are conducted and company property is collected.
Procedures are in place to collect company materials, deactivate card keys, and revoke
physical and logical access.
Technology Management
Policies and Procedures
Administrative and operational controls for each major functional area are
documented in policies, standards, and procedures. These documents are updated
periodically and distributed to appropriate personnel. These manuals include, but are
not limited to:
Security Policies

Tableau maintains a comprehensive set of Information Security policies that closely
align with industry-accepted security best practices. The Information Security Policy is
reviewed at least annually. Policies are maintained on the company’s intranet, which is
accessible to all company employees.
System Guides

The Tableau Online system guides describe the functional aspects of the application
and modules. These guides include the following information:
•
•
•
•

Application Functionality
Technical References
Applications Data Dictionary
System Reports

The system guides are intended for internal users and support personnel.
Standard Operation Procedures

The Standard Operating Procedures provide documentation on functional operating
procedures and standards for various functions including:
•
•
•
•

Implementation
Operations
Architecture
Research and Development

Operating manuals are intended to provide end users instruction for the day-to-day
operations of the Tableau Online Application. Activities such as how to implement and
service customers and how to manage application development and deployment are
covered in these guides.
MOSS ADAMS LLP
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System Documentation
The system documentation includes general information and procedures about the
hosting of the Tableau Online service. It helps enable technical support staff in all areas
to manage and operate the various components of the infrastructure in an efficient
manner. The documentation includes information about the system’s architecture,
operation, monitoring, support, and maintenance.
Risk Management

An annual risk assessment of Tableau is performed.

Monitoring

Performance and Capacity
All infrastructure and services are monitored for performance and availability.
Security

A third-party security service is used to continually scan the Tableau Online service for
network and application vulnerabilities. Alerts are generated if issues are detected.
Issues are triaged to verify legitimacy (rule out false positives) and determine risk.
Issues are prioritized for remediation based on risk.
Auditing

Management performs routine checks via process verification and reporting to ensure
that policies and procedures are being followed. Management also reviews operational
statistics and status reports on a weekly basis. Issues are reviewed weekly as a part of
the problem management process. Additionally, managers are expected to work
closely with their staff to ensure that processes and procedures are continually
improved.
Information and Communication
Customer Communications
Tableau leverages several communication channels to communicate with customers.
E-mail is often used to communicate time-sensitive information. Customers may
subscribe to automatically receive operational information such as release information
and service maintenance notifications. Customer-designated site administrators
automatically receive notifications about system maintenance and other serviceimpacting events. Tableau also maintains a web site (https://trust.tableau.com) that is
used to communicate service status and other important information to customers.
Customers are provided access to an online portal that can be used to submit
requests/issues and track to resolution. Internally, Tableau uses a bug-tracking tool to
track feature requests/issues that require code changes.
MOSS ADAMS LLP
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Internal Communications
Tableau employs various methods of communication to help employees understand
their roles and responsibilities and to communicate significant events. The methods of
communication include e-mail, content posted to the company intranet, department
phone trees, etc. Various management teams also hold regular staff meetings to share
information, track project status, and receive updates.
Physical Security

Physical Security Corporate Offices
Tableau maintains building access control that restrict access at all entry points at all
office locations with Development or IT Operations staff. Access is only provided to
company employees and third parties with company approval. These facilities have a
reception area that is staffed during business hours.
Physical Security Data Center Facilities

All systems that process or store production data are hosted in colocation facilities that
have SOC 2 Type 2 audit reports and have strict policies regarding physical access. The
servers at the colocation facilities are located in locked areas that are accessible only by
a limited number of authorized users.
Physical Security Access Procedures

Tableau maintains processes for granting and revoking physical access to office
locations and production data centers. Access to production data centers is tightly
controlled and must be approved by the Tableau management assigned responsibility
for the facility. Data center personnel require verification of identity before granting
access. Access is reviewed on a quarterly basis. Access is revoked in a timely fashion
when individuals change roles or exit the company.
Environmental Safeguards
Redundancy
Tableau Online services are hosted in enterprise-class data centers that have
redundancy built-in into all critical services. Data center providers have contracts with
suppliers to ensure they can maintain operations in the event of a sustained power
outage.
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Power
Production data centers have utility power connected to automatic transfer switches
(ATS), which are also attached to redundant stand-by diesel generators.
Uninterruptable Power Supply (UPS) systems are installed, which condition power-topower distribution units and are capable of carrying the load of all data center
infrastructure, including environmental equipment, in the event of a temporary power
loss. Power Distribution Units (PDUs) are also installed and provide a physically
integrated and electrically redundant system for source selection, isolation,
distribution, monitoring, and control of power to systems in production data centers.
Climate and Temperature

Heating Ventilation and Air Conditioning (HVAC) units are installed to ensure
acceptable operating temperatures are maintained. HVAC units and temperatures are
monitored and generate alerts to data center staff if not operating within acceptable
limits. HVAC units are connected to both normal and backup electrical systems for
redundancy.
Fire Detection and Suppression

Sprinkler systems in production data centers are implemented with double interlock
pre-action and detection systems. Dry chemical or clean agent fire extinguishers are
also located throughout the data center. The fire suppression system is monitored
24x7 by an external alarm monitoring company, which will dispatch the local fire
department in the event of an alarm.
Maintenance

Routine maintenance is performed on all infrastructure with maintenance
requirements. This includes, but is not limited to, UPS systems, HVAC units, fire
suppression and detection systems, and generators.
Application Security

Tableau’s Secure Software by Design Policy requires that application controls are in
place to ensure the security of the resulting product. Checkpoints have been added to
the development process to ensure security requirements are gathered, and code is
peer-reviewed and undergoes a series of security testing prior to release.
Auditing

Reviews of all administrative access to the production environment are conducted
quarterly, and management reviews and approves. Any deficiencies identified are
reviewed with relevant management and prioritized for remediation. Failures in
account management practices result in immediate corrective action.
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Application Releases
Four functional teams (Product Management, Development, QA, and Web Operations)
work closely together following a formal Systems Development Life Cycle (SDLC) to
maintain and enhance the features of the Tableau Online application. The SDLC
governs the general systems development and maintenance release process for the
Tableau Online application. Major releases are deployed approximately once a year,
and point releases that provide additional functionality and bug fixes are released
regularly.
Change requests and bug reports are logged in the ticketing system. If the change is
approved or the bug is validated, the issue is sent to Development and QA. These
groups will analyze the problem and determine whether a patch is appropriate based
on issue priority and the impact to the system. Code reviews are performed if it is
determined that critical pieces of the code base need to be modified.
Change Management

Tableau has a formal change management process that is required for all changes to
production systems and applications. Changes are captured in the change management
system, and each change requires notification, testing, and roll-back procedures to be
documented.
Incident Response

Tableau has a documented Incident Response Plan. The plan covers all types of
incidents that require triage and notification, including security incidents.
Backup and Recovery

The Tableau Online service, including databases, storage and other infrastructure, is
backed up to disk no less than daily. A secondary copy of the backup is securely
transported over the network to a backup data center. This allows the service
(including customer sites, configuration, and data extracts uploaded to the service) to
be brought back online in the secondary data center in the event the primary data
center becomes unavailable.
Backup job status is monitored, and if failures are detected operations staff is notified
for follow-up and resolution.

6. Data

Customers can leverage Tableau Online to analyze and visualize a wide variety of data
from multiple data sources. Data from connected data sources (Live Query) may be
processed, but is not stored within the Tableau Online infrastructure. Customers may
choose to upload data extracts to Tableau Online for analysis. Customers are
responsible for determining the data that will be exposed through the service and for
managing the permissions that determine which users have access to their data.
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